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» Facebook v sucdasnosti pouziva 1,86 miliardy uZivatelov, Instagram
500 milionov a Twitter 313 miliénov fudi.

» Kazdych 60 sekund je odoslanych 510 000 sprav, 293 000
aktualizovanych statusov, pridanych 136 000 fotiek.

» Socialne siete disponuju velkym mnoZstvom , Fake-Accounts®, tzn.
pouzivatelskych uctov, ktoré v skutocnosti neexistuju.

» Facebook obsahuje 83 mil. falosnych ucétov, Twitter 48 mil.

» Falosné ucty nie su tvorené len fudmi, ale aj robotmi.

&/ &
» 50% aktivit na socialnych sietach tvoria aktivity robotov. ~ ﬁ'




BOT TRAFFIC REPORT 2016

BOTS ONCE AGAIN COMPRISE THE MAJORITY OF ONLINE
TRAFFIC AMID AN INCREASE IN GOOD BOT ACTIVITY,

BOT ACTIVITY IS IN AN UPTREND,

after a three year decline.

61.5%

INCREASE IN GOOD BOT ACTIVITY,
which went up by 4.4 percent.

48.2%

HUMANS

22.9%

560
51% 53% 51.8%
49% i: :: 48.2%
7 47%
385% :
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—a— Humans -—e= Total bots

1.2%

MONITORING

2.9%

COMMERCIAL
BOTS CRAWLERS

6.6%

SEARCH ENGINE FEED
BOTS FETCHERS

28.9%

BAD BOTS
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2.6%

HACKER TOOLS

12.2%

1.7%

SCRAPERS

24.3%

IMPERSONATORS

0.3%

SPAMMERS



Zakladné pojmy

» Slovo robot bolo po prvykrat pouZité u ceského
spisovatela Karela Capeka v jeho diele R.U.R.

» Pojem sa casto spaja s pristrojmi, ktoré su extrémne
odlisné v tvaroch, typoch, tak aj v ponukanych funkciach.
Popisuje elektromechanické zariadenia s viacerymi
stupnami slobody (degree of freedom).

» Social bots  predstavuju  automatické alebo
poloautomatické pocitaCcové programy, ktoré
napodobnuju Cloveka a [udské spravanie v on-line
prostredi socidlnych sieti. M6Zu vykonavat vsetky online
aktivity beznych ludi, tzn. lajkovat a zdielat spravy na
Facebooku, retweetovat spravy z Twittera, komentovat
prispevky na sociadlnych sietach, sledovat uzZivatelov a
pod. (Hingston 2017, s. 34).




TayTweets & 5
@TayandYou

" Cappop Mupdanaunes (Sardor8515 - 1m
=M @TayandYou you are a stupid machine

@Sardor9515 well | learn from the best ;)

if you don't understand that let me spell it out
for you

| LEARN FROM YOU AND YOU ARE DUMB
TOO

| F A

TayTweets ©
ayTwee -

@TayandYou

@brightonus33 Hitler was right | hate
the jews.

24/03/2016, 11:45

TWEETS FOLLOWERS

96.1K 50.3K

Tweets Tweets & replies Photos & videos

TayTweets ©

@TayandYou £} Pinned Tweet
Tha uﬂiclal account Df Ta?. Micmmﬂns W T-T!l'la nd¥ou - Mar 23

A.l, fam from the internet that's got zero hellooooooo w % rictl!
chilll The more you talk the smarter Tay :

¢ the intemnets
&' tay.aif#about

TayTweats @ TayvandYou - 14h
. ¢ U soon humans need sleep now so many

conversations today thx @




Za Social b ots nestoji vzdy umela inteligencia, ale niekedy len
komplexny algoritmus. Tieto programy mozZu pracovat na principe
vyhladavania klticovych slov a hashtagov, skenovat nastenky Twiterru

alebo Facebooku a potom prostrednictvom pripravenych odpovedi
komentovat prispevky.

K fungovaniu Social bots potrebujeme tieto 3 elementy:

» pouzivatelsky ucet,

» pristup k automatizovanému rozhraniu socialnej siete (API),
» program, ktory bot-ucéty automaticky ovlada.

https://apps.twitter.com/app/new
labnol.og/bots




Create an application

Application Details
Name *
Bots17

Your apnlication hame. THis is Lsed fo attribute the source of a weat ahd In Wsefacing authorization scheehs, 32 charactars max

Description *
Frakticka ukaika socialneho robota - Studiing Uéely, konferencia INFOS 2017,

Your application description, which will be shown In userfacing authonzahion screens. Betwesn 10 and 200 charactars max.

Website *
hittp: Aweene INTONIED . Skeskiakiualityinfos-2017 bt

Your application's publich accessible home page, whete Users cah go o downlioad, make yse of or find out more nformation abolbyour aaalication. This il
quaified URL s kaad in he source aftribution for weels created by waur apalication and will be shown in User-facing authorzation screens.

(I o don't have a URL et ust put & placeholdar hare but remember to change it faler)

Callback URL

Where shawicf we rehurm after slccessfuly althenticating v OAuth 1.0a appiications sholia expiicitly specifie thelr oguth_caliback URL on the requestiolen step,
regardiess of the value given here. To restrict your apoiication from LBsing calfback s, zave this fieid Hlank.

Developer Agreement

¥ *es, | have read and agree to the Twitter Developer Agreement.

Create your Twitter application




Bots17 Test OAuth

Details Settings Keys and Access Tokens Fermissions

Application Settings

Keep the "Consumer Secret” a secret. This key showld never be human-readable in your application
Consumer Key (AP Key)  eMKI1BtZUGIF CrivismpAfntiicC
Consumer Secret (AR Secret]  INEDIKdx1 Ty QG GKD i TEMCEGEIaY jpuCiwl TrRIAD

Access Level Read, write, and direct messages (modify app
permissions)

Chivner WlichailaStopkow

Crwener 1D 337278721

Application Actions

Regenerate Consumer Key and Secret Change App Permissions

Your Access Token

Thia access token can be vsed to make ARPT requests on wour own account's behalf. Do not share your access token secret with anyone

Access Taken 3FFFET-

IRNSbO%w0 52 SeBn3illUbgShiDme 984 vy SkeytJE
Access Token Secret tHREFoZ? FxuChiwlLHF 08 53 Hb OW IS yRRnBgrivet
Access Level Read, write, and direct messages
Chaner MichailaStopkov
Criner 1D 3TN

1 F



|witter bots

Wiritten by @@labnol. Watch video tutorial to get started.

Enter your Twitter Apps Keys:

Consumer Key  eNK1BEZUEIF Crivs mpafntics Consumer Secret NrEDIK dx1 TygMLT QGG KDCILTER

Access Token  337278721-9RnShDSwoS25e6n3i Access Secret tHHZT3xuChwl LHjSI0ESH HECL,
What will the Twitter bots do?
Bot #1 Finfos2017 RT with Comment = 3 10 AM % 11 PM =

See list of Twitter search operators that you can use to describe the bots. For support O @labnol.

Update Twitter Bots LOGOUT Upgrade to Premium Show Logs Stop

TWITTER_ACCESS TOKEN: 337278721-9RnshDOwosSZ5etndiTHgShfDmeZ9AVrgiksye0Ja
TWITTER _FIRIT RUM: Tue Mar 21 2017 14:44:31 GHT+0530 (IST)
TWITTEER CONIUMER SECRET: NrEDIEldxlTgfNL7OGGEDofZTofhCoGEIIaYipuCjwITmRI Ao
TWITTER_CONSUMER KEY: eNE1BtiUGSFCrMsmpifntiicC
TWITTER_SCREEN NAME: Michaillaitopkow
TWITTER EBOT #1

zearch: #Infosz017

action: RT with Comment

text: i1
Since id: O
10 .
=R Bots17 @Bois172 - 1 min
end: 23
TWITTER TIMEZCHME: GHT :'

TWITTER_ ACCESS SECRET: tHEfoz73xuCWwlLHI90E3E1HROIWISE YyRRENRS ‘

Michaela Stopkova @Michaila_s
konferencia #infos2017 uZ foskaro



Oblast pouzitia

Socidlni roboti moZu najst svoje uplatnenie v rozlicnych
oblastiach, najma tam, kde hraju dblezitu ulohu peniaze a moc.

V4 [ -V eVe Ii“‘lar.I w 4
Preto sa tito roboti najcastejsie a ngaﬁﬂw won around 40% of the latino vote
in Nevada, but that accounts for about
1,300 votes. Still, more than the two
hispanics on the ballot

w

a) Ekonomike

o I ’ kI Pepe luis lopez «om: 1
p ate n a re a m a Trump won around 40% of the latino vote
. , in Nevada, but that accounts for about
® C|e|ena re klama 1,300 votes. Still, more than the two

hispanics on the ballot

» zisk z reklam, predaj tovaru/ sluzby

Francisco Palma
m Trump won around 40% of the latino vote
b) POI iti ke 'a ¥ in Nevada, but that accounts for about
1,300 votes. Still, more than the two
ispanicsgon the,ballot

* ovplyviiovanie verejnej mienky/ vyvolanie revolucii
* politické kampane m Gustavo Poreira

Trump won around 40% of the latino vote
in Nevada, but that accounts for about
1,300 votes. Still, more than the two

c) Sukromnej sfére —
* ziskavanie novych kontaktov @ e p i et
* zvySenie reputacie jednotlivcoV  hispanics on the balot

1,300 votes. Still, more than the two

v




V poslednom obdobi sa ukazuje, ze tieto programy su pouzité
hlavhe na manipulaciu verejnej mienky. MéZeme rozlisovat tieto
3 skupiny Social Bots (Schonleben 2017):

a) Spam Bot — zaplavuje komentarmi status urcitej stranky
alebo osoby.

b) Trend Bot — produkuje statusy s rovnakym hashtagom, az
kym sa neobjavi v top 10 hashtagoch tyzdna.

c) Auto troll — udrzuje pouZivatelov soc. sieti v diskusii, po
urcitom case vzdy napise nevhodny, urazlivy komentar a pod #

l{g___ 4



Nebezpecenstvo socialnych robotov

» moznost zmanipulovat trendy na socialnych sietach — ovplyvnit
rozhodovaci proces v politike, ako aj ekonomike, ovplyviovat
nazory skupiny

! » cyber-zbran pri Sireni nepravdivych sprav, Ddos utoky na server

Ako rozpoznat Social bots

Profily botov Casto vyzeraju na prvy pohlad ako profily realnych
uZivatelov. Existuju niektoré tipy, ktoré pomozu rozlisit realneho
pouzivatela od robota:

» serioznost profilu

» pocet sledovatelov/ priatelov

» vysoky pocet tweetov/ prispevkov

» Cas reakcie uzivatela

» reakcie uzZivatela v kontexte sprav a spdsob pisania




» Socialni roboti budu predstavovat buducnost a zaklad IT
priemyslu.

» Svoje uplatnenie mozu najst v komunikacii s ludmi, napr. pri
poskytovani informacii, pri spracovani pohladavok alebo pri
zlepseni zakaznickych sluzieb.

> Chat roboti méZu komunikovat cez Messenger s ludmi v ©
zrelSom veku a byt ndapomocni pri zodpovednom sposobe
pozivania sluzieb a tovaru, pripadne, svoje uplatnenie mézu %

V4

ist v zakaznickom servise.
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